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Introduction

Welcome to the NPort IA Series of industrial serial device servers. In this manual, we refer to the
seven products in the series collectively as “NPort IA5150/5250 Series.”

The sixteen models in the NPort IA5150/5250 Series are:

1. NPort IA5150 1-port RS-232 (DB9), RS-422/485 (TB) to Ethernet Device Server

2. NPort IAS51501 1-port RS-232 (DBY), RS-422/485 (TB) to Ethernet Device
Server, w/ 2KV Isolation protection

3.NPort [A5150-M-SC 1-port RS-232 (DB9Y), RS-422/485 (TB) to Multi-mode Fiber
Device Server

4.NPort IA51501-M-SC 1-port RS-232 (DB9Y), RS-422/485 (TB) to Multi-mode Fiber
Device Server w/ 2KV Isolation protection

5. NPort IA5150-S-SC 1-port RS-232 (DBY), RS-422/485 (TB) to Single-mode Fiber
Device Server

6. NPort IA51501-S-SC 1-port RS-232 (DBY), RS-422/485 (TB) to Single-mode Fiber
Device Server w/ 2KV Isolation protection

7. NPort TA5250 2-port RS-232/422/485 (DBY) to Ethernet Device Server

8. NPort IA52501 2-port RS-232/422/485 (DBY) to Ethernet Device Server w/ 2KV
Isolation protection

9.NPort IA5150-T I-port RS-232 (DB9), RS-422/485 (TB) to Ethernet Device
Server, wide temperature(-40 to 75°C)

10. NPort IA51501-T 1-port RS-232 (DB9), RS-422/485 (TB) to Ethernet Device
Server, w/ 2KV Isolation protection, wide temperature(-40 to
75°C)

11. NPort IA5150-M-SC-T  1-port RS-232 (DB9), RS-422/485 (TB) to Multi-mode Fiber
Device Server, wide temperature(-40 to 75°C)

12. NPort IA5150I-M-SC-T  1-port RS-232 (DB9), RS-422/485 (TB) to Multi-mode Fiber,
wide temperature(-40 to 75°C) Device Server w/ 2KV Isolation
protection

13. NPort IA5150-S-SC-T 1-port RS-232 (DBY), RS-422/485 (TB) to Single-mode Fiber
Device Server, wide temperature(-40 to 75°C)

14. NPort IA51501-S-SC-T  1-port RS-232 (DB9), RS-422/485 (TB) to Single-mode Fiber
Device Server w/ 2KV Isolation protection, wide temperature(-40

to 75°C)

15. NPort IA5250-T 2-port RS-232/422/485 (DBY) to Ethernet Device Server, wide
temperature(-40 to 75°C)

16. NPort IA5250I-T 2-port RS-232/422/485 (DB9) to Ethernet Device Server w/ 2KV

Isolation protection, wide temperature(-40 to 75°C)

The following topics are covered in this chapter:

Overview

Package Checklist
Product Features
Product Specifications

o0 o



NPort IA5150/5250 Series User’s Manual Introduction

Overview

The NPort IA5150/5250 series of device servers deliver easy and reliable serial-to-Ethernet
connectivity for the industrial automation market. The NPort IA5150/5250 series is designed to
allow any serial device to connect to an Ethernet network. The compact size of NPort IA device
servers makes them an ideal choice for connecting RS-232/422/485 serial devices, such as PLCs,
sensors, meters, motors, drives, barcode readers, and operator displays. The NPort IA5150/5250
Series device servers come with a compact and rugged DIN-Rail mountable casing.

NPort IA serial device servers ensure the compatibility of network software that uses a standard
network API (Winsock or BSD Sockets) by providing five modes: TCP Server, TCP Client, UDP,
Pair Connection, Ethernet Modem, and Rtelnet. Thanks to NPort IA5150/5250 series’ Real
COM/TTY drivers, software that works with COM/TTY ports can be set up to work over a
TCP/IP network, without modifying the serial COM software applications. This excellent feature
preserves your software investment and lets you enjoy the benefits of networking your serial
devices instantly.

NPort IA serial device servers support automatic IP configuration protocols (DHCP, BOOTP) and
manual configuration via a handy web browser console. Both methods ensure quick and effective
installation. And with NPort IA5150/5250°s Windows Utility, installation is very straightforward,
since all system parameters can be stored and then copied to other device servers simultaneously.

Package Checklist

NPort IA5150/5250 Series device servers are shipped with the following items:

Standard Accessories

® | NPort IA5150/5250 serial device server

® Documentation & Software CD

® NPort IA5150/5250 Series Quick Installation Guide

Optional Accessories

® DR-4524: 45W/2A DIN-Rail 24 VDC Power Supply with universal 85 to 264 VAC input

e DR-75-24: 75W/3.2A DIN-Rail 24 VDC Power Supply with universal 85 to 264 VAC input

e DR-120-24: 120W/5A DIN-Rail 24 VDC Power Supply with 88 to 132 VAC/176 to 264 VAC
input by switch

NOTE: Notify your sales representative if any of the above items is missing or damaged.

1-2
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Product Features
NPort IA5150/5250 Series device servers have the following features:

® Make your serial devices Internet ready

® Versatile socket operating modes, including TCP Server, TCP Client, UDP, and Real COM
driver

® 2. or 4-wire RS-485 with patented ADDC™ (Automatic Data Direction Control)

e Slim type, inch-wide industrial strength casing

e DIN-Rail or wall mountable

® Built-in Ethernet cascading ports for easy wiring (RJ45 only)

® Redundant dual DC power inputs

e  Warning by relay output and E-mail

e 10/100BaseTX (RJ45) or 100BaseFX (SC connector, Single/Multi mode) available
e P30

Product Specifications

NPort 1A5150-M-SC/51501-M-SC/5150-S-SC/51501-S-SC LAN
Ethernet Port 1 100BaseFX port (SC connector)

NPort 1A5150/51501/5250 LAN

Ethernet Switch Ports 2 10/100BaseT(X) ports (RJ45 connector)
Protection Built-in 1.5 KV magnetic isolation
Optical Fiber
Distance Multi mode: 0 to 2 km, 1310 nm (62.5/125 pm, 500 MHz*km)
Single mode: 0 to 40 km, 1310 nm (9/125 pm, 3.5 PS/(nm*km)
Min. TX Output Multi mode: -20 dBm
Single mode: 0 to 40 km, -5 dBm
Max. TX Output Multi mode: -14 dBm
Single mode: 0 to 40 km, 0 dBm
Sensitivity -36 to -32 dBm (Single), -34 to -30 dBm (Multi)

NPort 1A5150 Series Serial Interface

Interface RS-232/422/485
No. of Ports 1
Port Type Male DB9 for RS-232;
5-pin terminal block for RS-422/485
Signals RS-232 TxD, RxD, RTS, CTS, GND, DTR, DSR,
DCD
RS-422: Tx+, Tx-, Rx+, Rx-, GND

RS-485 (2-wire): Data+, Data-, GND
RS-485 (4-wire):  Tx+, Tx-, Rx+, Rx-, GND
Serial Line Protection 15 KV ESD for all signals
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RS-485 Data Direction Patented ADDC™ (Automatic Data Direction Control)
Isolation 2 KV (5150I/5150I-M-SC/51501-S-SC)

NPort 1A5250 Serial Interface

Interface RS-232/422/485
No. of Ports 2
Port Type Male DB9
Signals RS-232: TxD, RxD, RTS, CTS, DTR, DSR, DCD,
GND
RS-422: Tx+, Tx-, Rx+, Rx-, GND

RS-485 (2-wire):  Data+, Data-, GND
RS-485 (4-wire): Tx+, Tx-, Rx+, Rx-, GND
Serial Line Protection 15 KV ESD for all signals
RS-485 Data Direction Patented ADDC™ (Automatic Data Direction Control)

Power Line Protection
Level 4 Burst (EFT), EN61000-4-4
Level 3 Surge, EN61000-4-5

Advanced Built-in Features
Buzzer

Real-Time Clock

Watch Dog Timer

Serial Communication Parameters

Parity None, Even, Odd, Space, Mark

Data Bits 5,6,7,8

Stop Bit 1,1.5,2

Flow Control RTS/CTS (for RS-232 only), XON/XOFF
Transmission Speed 110 bps to 230.4 Kbps

Software Features

Protocols ICMP, IP, TCP, UDP, DHCP, BOOTP, Telnet, Rtelnet, DNS,
SNMP, HTTP, SMTP, SNTP

Utilities NPort Administrator Windows
98/ME/NT/2000/XP/2003/Vista/2008/XP x64/2003 x64/Vista
x64/2008 x64

OS Driver Support Real COM Windows 95/98/ME/NT/2000/XP/Vista/2008/XP x64/2003/2003

Drivers x64/Vista x64/2008 x64/CE 5.0/CE 6.0/XP Embedded

Real TTY Drivers Linux 2.4.x, 2.6.x kernel

Fixed TTY Drivers SCO Unix, SCO OpenServer 5, OpenServer 6, UnixWare 7,
UnixWare 2.1, SVR4.2, QNX 4.25, QNX 6, Solaris 10, FreeBSD
5, FreeBSD 6

Configuration Web Browser, Telnet Console, Windows Ultility or Serial Console



NPort IA5150/5250 Series User’s Manual

Introduction

Power Requirements
Power Input
Alarm Contact

Mechanical

Casing

Dimensions (W x H x D)
Gross Weight

Environmental
Operating Temperature

Storage Temperature

Regulatory Approvals
EMC

Safety

Hazardous Location
ATEX

Marine

Warranty

12 t0 48 VDC
Relay output with current carrying capacity of 1A @ 24 VDC

IP30 protection
29 x 89.2 x 118.5 mm

5150 series: 0.15 kg (0.33 1b)
5250: 0.16 kg (0.35 Ib)

0 to 55°C (32 to 131°F), 5 to 95%RH
-40 to 75°C for “-T” versions

-40 to 85°C (-4 to 185°F), 5 to 95%RH

CE (EN55022 Class A, EN55024), FCC Part 15 Subpart B Class A
UL (UL60950-1), UL508, TUV (EN60950-1)

UL/cUL Class 1 Division 2 Groups A, B, C and D

Class I, Zone 2

DNV

5 years
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Getting Started

In this chapter, we give instructions on installing NPort IA5150/5250 device servers. Software
installation is covered in subsequent chapters.

The following topics are covered:

O Panel Layout
O Connecting the Hardware

» Wiring Requirements
Connecting the Power
Grounding the NPort IA5150/5250
Connecting to the Network
Connecting to a Serial Device
LED Indicators

YV VYV VYV
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Getting Started

Panel Layout
NPort IA5150 Series

Top View Front View Bottom View

Q PWR1
O PWR2|
O RDY
I Q P1
LED O~
Indicators

]

Ld

S8Y/TTY-SU

Q Reset =
|_. 2 -
I L
Reset Fiber optic RS-422/485
Ethernet
Dual power input NeorIAl | RS-232
and relay output ]
NPort 1A 5250
Top View Front View Bottom View
I'_|l
QPWN
OPWRZ
ORDV
I Om
—1d LED O
Indicators

Reset Fremet2 | RS-232/422/485

Copper
Dual power input Ethernet Neor 14
and relay output

Connecting the Hardware

This section describes how to connect NPort IA5150/5250 to serial devices for first time testing
purposes. We cover Wiring Requirements, Connecting the Power, Grounding NPort
1A5150/5250 Series, Connecting to the Network, Connecting to a Serial Device, and LED

Indicators.
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Wiring Requirements

A

ATTENTION

Safety First!

Be sure to disconnect the power cord before installing and/or wiring your NPort IA5150/5250
Series.

Wiring Caution!

Calculate the maximum possible current in each power wire and common wire. Observe all

electrical codes dictating the maximum current allowable for each wire size.

If the current goes above the maximum ratings, the wiring could overheat, causing serious
damage to your equipment.

Temperature Caution!

Please take care when handling NPort IA5150/5250. When plugged in, NPort IA5150/5250’s
internal components generate heat, and consequently the casing may feel hot to the touch. When
installed with other components, make sure that there is at least 2 cm clearance on all sides of
NPort IA5150/5250 in order to allow proper heat dissipation.

You should heed the following:

e Use separate paths to route wiring for power and devices. If power wiring and device wiring
paths must cross, make sure the wires are perpendicular at the intersection point.

NOTE: Do not run signal or communication wiring and power wiring in the same wire conduit.
To avoid interference, wires with different signal characteristics should be routed separately.

® You can use the type of signal transmitted through a wire to determine which wires should be
kept separate. The rule of thumb is that wiring that shares similar electrical characteristics can
be bundled together.

e Keep input wiring and output wiring separate.
® Where necessary, it is strongly advised that you label wiring to all devices in the system.

Connecting the Power

Connect the 12-48 VDC power line with the NPort IA5150/5250’s terminal block. If the power is
properly supplied, the “Ready” LED will show a solid red color until the system is ready, at which
time the “Ready” LED will change to a green color.

2-3
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Grounding the NPort IA5150/5250 Series

Grounding and wire routing helps limit the effects of noise caused by electromagnetic interference
(EMI). Run the ground connection from the ground screw to the grounding surface prior to
connecting devices.

f} WARNING
This product is intended to be mounted to a well-grounded mounting surface such as a metal

panel.
£ &gy 2o SG: The Shielded Ground (sometimes called Protected Ground)

—

contact is the left most contact of the 3-pin power terminal block
o 0o 0o 0o 0o o o connector when viewed from the angle shown here. Connect the
SG wire to an appropriate grounded metal surface.

Connecting to the Network

Connect one end of the Ethernet cable to the NPort IA5150/5250’s 10/100M Ethernet port and the
other end of the cable to the Ethernet network. If the cable is properly connected, the NPort
IA5150/5250 will indicate a valid connection to the Ethernet in the following ways:

® The Ethernet LED maintains a solid green color when connected to a 100 Mbps Ethernet
network.

® The Ethernet LED maintains a solid yellow color when connected to a 10 Mbps Ethernet
network.

® The Ethernet LED will flash when Ethernet packets are being transmitted or received.

f} ATTENTION
NPort IA5150 and NPort [A5250 each have 2 Ethernet ports, which can be used to create an

open chain of NPort IA device servers. You must be careful not to connect the Ethernet ports of

the two device servers at the ends of the chain. In other words, NPort IA does NOT support a
closed chain.

Connecting to a Serial Device

Connect the serial data cable between NPort IA5150/5250 and the serial device. Serial data cables
are optional accessories for NPort.
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LED Indicators

The top panels of all NPort IA5150/5250 have four LED indicators, as described in the following

table.
LED Name | LED Color LED Function
PWRI1, PWR2 red Power is being supplied to power input PWR1, PWR2.
Steady on: Power is on and NPort IA is booting up.
Blinking: Indicates an IP conflict, or DHCP or BOOTP server
did not respond properly, or a relay output occurred.
red When the above two conditions occur at the same
time, check the relay output first. If after resolving
Ready the re!ay output the' RDY LED is still blinking, then
there is an IP conflict, or the DHCP or BOOTP server
did not respond properly.
Steady on: Power is on and NPort IA is functioning normally.
green Blinking:  The device server has been located by
Administrator’s Location function.
off Power is off, or power error condition exists.
orange 10 Mbps Ethernet connection.
Ethernet green 100 Mbps Ethernet connection.
off Ethernet cable is disconnected, or has a short.
orange Serial port is receiving data.
P1, P2 green Serial port is transmitting data.
off No data is being transmitted or received through the serial port.
Steady on: Ethernet fiber connection, but port is idle.
FX orange . : ] — —
Blinking: Fiber port is transmitting or receiving data.
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Initial IP Address Configuration

When setting up your NPort [A5150/5250 for the first time, the first thing you should do is
configure the IP address. This chapter introduces the methods that can be used to configure the
device server’s IP address. Select one of the initial IP Address configuration methods to
configure NPort 1A5150/5250’s IP Address. For more details about network settings, see the
Network Settings section from Chapter 5, Web Console Configuration.

This chapter includes the following sections:

Initializing the NPort’s IP Address
Factory Default IP Address

NPort Administration Suite

ARP

Telnet Console

Serial Console (19200, n, 8, 1)

cCoo0oo0oo
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Initializing the NPort’s IP Address

1. Determine whether your NPort IA5150/5250 needs to use a Static IP or Dynamic IP (either
DHCP or BOOTP application).

2. If NPort 1A5150/5250 is used in a Static IP environment, you can use NPort IA5150/5250
Administration Suite, ARP, Web Console, Telnet Console, or Serial Console to configure the
new IP address.

3. If NPort 1A5150/5250 is used in a Dynamic IP environment, you can use NPort
1A5150/5250 Administration Suite, Web Console, Telnet Console, or Serial Console to
configure NPort IA5150/5250 to get an IP address dynamically with DHCP, DHCP/BOOTP,
or BOOTP.

f} ATTENTION
Consult your network administrator on how to reserve a fixed IP address for your NPort
[A5150/5250 in the MAC-IP mapping table when using a DHCP Server or BOOTP Server. In
most applications, you should assign a fixed IP address to your NPort IA5150/5250.

Factory Default IP Address

NPort IA5150/5250 products are configured with the following default private IP address:

Default IP address: 192.168.127.254

(IP addresses of the form 192.168.xxx.xxx are referred to as private IP addresses, since it is not
possible to directly access a device configured with a private IP address from a public network.
For example, you would not be able to ping such a device from an outside Internet connection.
NPort IA5150/5250 applications that require sending data over a public network, such as the
Internet, require setting up the server with a valid public IP address, which can be leased from a
local ISP.)

NPort Administration Suite

NPort Administration Suite consists of some useful utility programs that are used to configure and
manage your NPort IA5150/5250.

See Chapter 5 for details on how to install NPort Administration Suite, and how to use this
suite of useful utilities to set up IP addresses and configure your NPort 1A5150/5250 Series
serial device servers.

ARP

You can make use of the ARP (Address Resolution Protocol) command to set up an IP address for
your NPort TA5150/5250. The ARP command tells your computer to associate the NPort
[IA5150/5250°s MAC address with the intended IP address. You must then use Telnet to access the
NPort IA5150/5250, at which point the device server’s IP address will be reconfigured.
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AATTENTION
In order to use this setup method, both your computer and NPort IA5150/5250 must be
connected to the same LAN. Or, you may use a cross-over Ethernet cable to connect the NPort
T1A5150/5250 directly to your computer’s Ethernet card. Before executing the ARP command,
your NPort IA5150/5250 must be configured with the factory default IP address
(192.168.127.254), and your computer and the NPort IA must be on the same subnet.

Take the following steps to use ARP to configure the IP address:

1. Obtain a valid IP address for your NPort IA5150/5250 from your network administrator.
2. Obtain the NPort IA5150/5250°s MAC address from the label on its bottom panel.
3. Execute the ‘arp -s” command from your computer’s MS-DOS prompt by typing:

arp —s 192.168.200.100 00-90-E8-xx-xx-xx

This is where 192.168.200.100 is the new IP address and 00-90-E8-xx-xx-xx is the MAC address
for your NPort TA5150/5250. (Be sure to use the actual IP address and MAC address for your
NPort IA5150/5250.)

4. Next, execute a special Telnet command by typing:
telnet 192.168.200.100 6000
After issuing this command, a Connect failed message will appear, as shown here. After the
NPort reboots, its IP address should be updated to the new address, and you can reconnect
using either Telnet, Web, or Administrator to check that the update was successful.

Connect failed

Q Could not open a connection to 192.168,200.100

Telnet Console

Depending on how your computer and network are configured, you may find it convenient to use
network access to set up your NPort IA5150/5250’s IP address. This can be done using Telnet.

f} ATTENTION
Figures in this chapter were generated using NPort IA5250.
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1. From the Windows desktop, click on Start and then select Run.
2. Type telnet 192.168.127.254 (use the correct IP address if different from the default)

in the Open text input box, and then click OK.
Run H

2= Type the name of a program, folder, document, or Internet
)i resource, and Windows will open it far you.

Open:  [telnet 192.165.127.254 =l

0K | Cancel | Browse. .. |

3.  When the Telnet window opens, if you are prompted to input the Console password, input

the password and then press Enter.

Note that this page will only appear if the NPort is password protected.

J:I.‘ Telnet 192.168.127.254

Model name : NPort IA-5254

MAC address : BB:98:E8:52:58:16
Berial No. : L2L@ie

Firmuware version : 1.8

Syztem uptime : B days,. BBh-880m:28=

Pleasze keuyin your password:

4. Type 2 to select Network settings, and then press Enter.

<< Main Menu >>
(1> Basic settings
(2> Network settings
(3> Serial settings
4> Operating settings
(5> Accessible IP settings
(6> Anto warning settings
C?» Monitor

¢8> Ping

¢?>» Change password

Ca?) Load factory default
Cu) Uiew settings

Cz>» BavesRestart

Cg> Quit

Key in your selection: 2

3-4
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5. Type 1 to select IP address and then press Enter.

<< Main Menu—>Metwork settings
(1> IP address
(2> Metmaszk
(3> Gateway
(4> IP configuration
(5> DNE zerver 1
(6> DNE server 2
7> ENHFP
(8> SNMP community name
7> SNMP contact
Ca> SNMP location
Ch>» Auto IP report to IP
Cc?» Auto IP veport to TCP port
¢d> Auto IP report period
Cv> UView zettings
(m?» Back to main menu
g Quit

Key in your selection: 1

6. Use the Backspace key to erase the current IP address, type in the new IP address, and then
press Enter.

<< Main Menu—>NHetwork settings >>
1> IP address
(2> Metmask
(3> Gateway
(4> IP configuration
(5> DNS server 1
6> DNS server 2
(7> ENMFP
(8> SMMP community name
9> SNMP contact
Ca> SMNMP location
¢h» Auto IP report to IP
c>» Auto IP report to TGP port
‘d>» Auto IP report period
vl View zettings
‘m>» Back to main menu
Cg» Quit

Key in your selection: 1
IP address: 192.168.127.253
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7.

8.

Press any key to continue...

<< Main Menu—->Network settings >>

>
2>
3>
4>
5>
b
L]
8>
9>
Cad
‘h>»
Cch
Cd>
Cul
Cm>
Cgh

IP addre=zs
MHetmazk

Gateway

IP configuration

DHS

DHS

SHHP
SHHP
SHHP
SHHP
Auto
Auto
Auto
Uiew
Back
Quit

server 1
server 2

community name

contact
location

IP veport to IP
IP vreport to TCP port
IP vreport period

settings
to main menw

Key in vour selection: 1

IP address:z 192_.168_.127_253

Set IP address success

Prezz any key to continue...

Type m and then press Enter to return to the main menu.

<< Main Menu—>*Metwork settings >

1>
2>
3>
4>
52>
L)
L)
8>
2>
Car
Ch>
Cch
Cd>
Cul
m>
Cog»

IP address
Metmazk

Gateway

IP configuration

DHS

DHS

SHHMFP
SHHMFP
SHHMFP
SHHMFP
Auto
Auto
Auto
Uiew
Back
Quit

server 1
serUer 2

community name

contact
location

IP report to IP
IP report to TGP port
IP report period

settings
to main menu

Key in your selection: mg
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9. Type s and then press Enter to Save/Restart the system.

<< Main Menu >>
1> Basic settings
2» Metwork szettings
3> Serial settings
<4» Operating settings
%> Accesszible IP settings
6> Auto warning settings
7 Monitow
8> Ping
<?» Change password
{a) Load factory default
Cu) Uiew settings
{2z SavesReztart
Cg» Quit

Key in wour selection: s

10. Type Yy and then press Enter to save the new IP address and restart the NPort IA5150/5250.

Save Change?
Cy» Yes
‘n> Ho

Key in your selection: y_

Serial Console (19200, n, 8, 1)

You may use the RS-232 console port to set up the IP address for NPort IA5150/5250. We suggest
using PComm Terminal Emulator, which is available free of charge as part of the PComm Lite
program suite, to carry out the installation procedure, although other similar utilities may also be
used.

f} ATTENTION
The Serial Console is an RS-232 port (port 1 for NPort IA5250).

3-7



NPort IA5150/5250 Series User’'s Manual Initial IP Address Configuration

Before you start to configure the NPort IA5150/5250 via serial console, turn off the power and
connect the serial cable from NPort IA5150/5250 to your computer’s serial port.

1.

Connect NPort IA5150/5250’s serial port 1 directly to your computer’s male RS-232 serial
port.

From the Windows desktop click on Start = Programs - PComm Lite = Terminal
Emulator.

When the PComm Terminal Emulator window opens, first click on the Port Manager menu
item and select Open, or simply click on the Open icon.

'ﬁ‘_~. PComm Terminal Emulator

Prafile  Part Manager Help
.

| =\ == EE EzE

The Property window opens automatically. From the Communication Parameter page, select
the appropriate COM port for the connection, COMI1 in this example, and 19200 for Baud
Rate, 8 for Data Bits, None for Parity, and 1 for Stop Bits.

From the Property window’s Terminal page, select ANSI or VT100 for Terminal Type and
then click OK.

If you select Dumb Terminal as the terminal type, some of the console functions—especially the
“Monitor” function—may not work properly.

Property Ed

Communication Parameter | Terminall File Transferl Eapturingl

— COK Options

Forts : Im
Baud Rate : Im
Data Bits : m
Parity : Im
Stop Bits Iﬁ

— Flaws Cantral

Output State
DTR & 0N  OFF

[T =OM/<0FF RTS = OM ¢ OFF

Ok, I Cancel
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6. Press the “ " ” key continuously and then power on the NPort IA5150/5250.

7. NPort IA5150/5250 will automatically switch from data mode to console mode as it receives a
continuous string of ““* ”’.

8. Input the password when prompted. Note that this page will only appear when the NPort
IA5150/5250 has been set up for password protection.

E¥CoM1,19200,None,8,1,¥T100

Model name : NPort IA-LEEOD
E?E MAC address : 00:90:E2:L5z2:-50:1e
[Frs |gerial mo. . EZE0LE

Firwware wersion : 1.0

System uptime : 0 days, 00kh:00m:03=s

Please keyin your password: FFF*x*s+s

9. Start configuring the IP address under Network Settings. Refer to step 4 in the Telnet Console
section for the rest of the IP settings.

E*com1,19200,None,8,1,¥T100

[o7R Model name : WPort IA-5Z50

RT: MAC address : 00:-90:E2:BE:E50:1le
Serial No. : LEzLole
Firmware wersion : 1.0
Srstem uptime : 0 days, 00h:0Zw:E7s

(B8]
(21}
(3]
14
23]
(&)
17
3=3]
(9
fal
(v
-3
ol

== Main Mernn ==

Basic settings
Network settings
Serial =settings
Operating settings
Aocessikle IP settings
buto warning settings
Monitor

Pineg

Chatge password

Load factory default
View settings

Sawve Destart

Juit

ey in your selectinn:l
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Choosing the Proper Operation Mode

In this chapter, we describe the various NPort IA5150/5250 operation modes. The options include
an operation mode that uses a driver installed on the host computer, and operation modes that rely
on TCP/IP socket programming concepts. After choosing the proper operation mode in this
chapter, refer to Chapter 5 for detailed configuration parameter definitions.

The following topics are covered in this chapter:

Overview

Real COM Mode

TCP Server Mode
TCP Client Mode

UDP Mode

Pair Connection Mode
Ethernet Modem Mode
Reverse Telnet Mode
Disabled Mode

o000 0o
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Overview

NPort IA5150/5250 Serial Device Servers network-enable traditional RS-232/422/485 devices, in
which a Serial Device Server is a tiny computer equipped with a CPU, real-time OS, and TCP/IP
protocols that can bi-directionally translate data between the serial and Ethernet formats. Your
computer can access, manage, and configure remote facilities and equipment over the Internet
from anywhere in the world.

Traditional SCADA and data collection systems rely on serial ports (RS-232/422/485) to collect
data from various kinds of instruments. Since NPort IA5150/5250 Serial Device Servers
network-enable instruments equipped with an RS-232/422/485 communication port, your SCADA
and data collection system will be able to access all instruments connected to a standard TCP/IP
network, regardless of whether the devices are used locally or at a remote site.

NPort IA5150/5250 is an external IP-based network device that allows you to expand the number
of serial ports for a host computer on demand. As long as your host computer supports the TCP/IP
protocol, you won’t be limited by the host computer’s bus limitation (such as ISA or PCI), or lack
of drivers for various operating systems.

In addition to providing socket access, NPort IA5150/5250 also comes with a Real COM/TTY
driver that transmits all serial signals intact. This means that your existing COM/TTY-based
software can be preserved, without needing to invest in additional software.

Three different Socket Modes are available: TCP Server, TCP Client, and UDP Server/Client. The
main difference between the TCP and UDP protocols is that TCP guarantees delivery of data by
requiring the recipient to send an acknowledgement to the sender. UDP does not require this type
of verification, making it possible to offer speedier delivery. UDP also allows unicast or multicast
of data to only one IP or groups of IP addresses.

Real COM Mode

NPort IA5150/5250 comes equipped with COM Real COM Mode

drivers that work with Window D
= COM3=IP Port
|

95/98/ME/NT/2000/XP systems, and also TTY
Ethernet

drivers for Linux systems. The driver establishes a “ffl
transparent connection between host and serial
device by mapping the IP:Port of the NPort
IA5150/5250’s serial port to a local COM/TTY
port on the host computer. Real COM Mode also
supports up to 4 simultaneous connections, so that
multiple hosts can collect data from the same serial

device at the same time. Driver Mode

RS-232/422/485
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f} ATTENTION
The driver used for Real COM Mode comes with the NPort IA5150/5250 NPort Administrator.
The driver is installed automatically on your computer when you install NPort IA5150/5250
Administration Suite.

One of the major conveniences of using Real COM Mode is that Real COM Mode allows users to
continue using RS-232/422/485 serial communications software that was written for pure serial
communications applications. The driver intercepts data sent to the host’s COM port, packs it into
a TCP/IP packet, and then redirects it through the host’s Ethernet card. At the other end of the
connection, the NPort IA5150/5250 accepts the Ethernet frame, unpacks the TCP/IP packet, and
then transparently sends it to the appropriate serial device attached to one of the NPort
[IA5150/5250’s serial ports.

f} ATTENTION
Real COM Mode allows several hosts to have access control over the same NPort IA5150/5250.
The driver that comes with your NPort IA5150/5250 controls host access to attached serial
devices by checking the host’s IP address. Refer to Accessible IP Settings in Chapter 5 for more
details.

TCP Server Mode

In TCP Server mode, NPort IA5150/5250 is configured TCP Server Mode
with a unique IP:Port address on a TCP/IP network.
NPort IA5150/5250 waits passively to be contacted by
the host computer, allowing the host computer to
establish a connection with and get data from the serial
device. This operation mode also supports up to 4
simultaneous connections, so that multiple hosts can

TCP/IP
\ Ethernet

collect data from the same serial device—at the same @

time. TCP Server

As illustrated in the figure, data transmission proceeds as ORequest a

follows: @g‘;gz:gg"wnnh RS-232/422/485
1. The host requests a connection from the NPort data transmission

IA5150/5250 configured for TCP Server Mode.

2. Once the connection is established, data can be
transmitted in both directions—from the host to the
NPort IA5150/5250, and from the NPort
1A5150/5250 to the host.
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TCP Client Mode

In TCP Client mode, the NPort IA5150/5250can TCP Client Mode
actively establish a TCP connection to a
pre-defined host computer when serial data
arrives.

After the data has been transferred, the NPort can
automatically disconnect from the host computer
by using the TCP alive check time or Inactivity
time settings. Refer to chapter 5 for more details.

As illustrated in the figure, data transmission

proceeds as follows: TCP Client
1. The NPort IA5150/5250 configured for TCP

Client Mode requests a connection from the ®;enqn“ee;:itoi

host. ®Proceed with RS-232/422/485
2. Once the connection is established, data can data transmission

be transmitted in both directions—from the
host to the NPort IA5150/5250, and from the
NPort IA5150/5250 to the host.

UDP Mode

Compared to TCP communication, UDP is faster UDP Mode
and more efficient. In UDP mode, you can
multicast data from the serial device to multiple
host computers, and the serial device can also
receive data from multiple host computers, making
this mode ideal for message display applications.

Directly proceed with
data transmission
(no connection required)

TCP/IP
Ethernet

RS-232/422/485

Pair Connection Mode

Pair Connection Mode employs two NPort IA5150/5250 units in tandem, and can be used to
remove the 15-meter distance limitation imposed by the RS-232 interface. One NPort
IA5150/5250 is connected from its RS-232 port to the COM port of a PC or other type of
computer, such as a hand-held PDA, and the serial device is connected to the RS-232 port of the
other NPort IA5150/5250. The two NPort IA5150/5250 units are then connected to each other
with a cross-over Ethernet cable, both are connected to the same LAN, or in a more advanced
setup, they communicate with each other over a WAN (i.e., through one or more routers). Pair
Connection Mode transparently transfers both data and modem control signals (although it cannot
transmit the DCD signal) between the two NPort device servers.
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Ethernet Modem Mode

Ethernet Modem Mode is designed for use with legacy operating systems, such as MS-DOS, that
do not support TCP/IP Ethernet. By connecting one of NPort IA5150/5250’s serial port to the
MS-DOS computer’s serial port, it is possible to use legacy software originally designed to
transmit data via modem, but now transmit the data over the Ethernet.

Reverse Telnet Mode

Reverse Telnet

mode o ] b Q
o ""'—[gf": iﬁq‘-

Windows NT

NPort 1A
5150/5250

ey
For ™
E"an.fx K

-

1 [
) .jAuuter

Console management is commonly used by connecting to Console/AUX or COM ports of routers,
switches, and UPS units. Rtelnet works the same as RAW mode in that only one TCP port is
listened to after booting up. The system then waits for a host on the network to initiate a
connection. The difference is that the RAW mode does not provide the conversion function
provided by Telnet. If the connected devices need to use the CR/LF conversion function when
controlling, then users must choose Rtelnet mode.

Disabled Mode

When the Operation Mode for a particular port is set to Disabled, that port will be disabled.
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Web Console Configuration

The Web Console is the most user-friendly way to configure the NPort IA5150/5250 series

products. This chapter will introduce the Web Console function groups and function definitions.

This following topics are covered in this chapter:

COo0Oo

U

Opening Your Browser
Basic Settings

Network Settings

SNMP Settings

» 1P Address Report
Serial Settings

» Serial Parameters
Operating Settings

Real COM Mode

TCP Server Mode
TCP Client Mode
UDP Mode

Pair Connection Mode
Ethernet Modem Mode
Reverse Telnet Mode
Disabled Mode
Accessible IP Settings
Auto Warning Settings

» Auto warning: E-mail and SNMP trap
» Event Type

Monitor

» Monitor Line

» Monitor Async

» Monitor Async-Settings
Change Password

Load Factory Default

YVVYVYYVYYVYVYVYYVY
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Opening Your Browser

1. Open your browser with the cookie function enabled. (To enable your browser for cookies,
right click on your desktop Internet Explorer icon, select Properties, click on the Security tab,
and then select the three Enable options as shown in the figure below.)

Internet Options

21| Security Settings 2=l

General  SECUAby ICnntent | Connections | Prograrms I Advancedl

Settings:
Select a Web content zone to specify its security settings. I@ Cookies ;I
@ Allove cookies that are stored on your computer
L o ° ) Disable
Localintranet  Trustedsites  Restricted @ Enable
sites O Prampt J
Allow per-session cookies (not stored
Internet @ 0 .D b ( )
This zone conkains all Web sites you S, Disable
haven't placed in other zones {8 Enable
) Prompt
Security level For this zone @ Dowrloads
Mave the slider ta set the security level for this zone, @ File download
- I - Medium ) Disable
- Safe browsing and still Functional @ Enable
- Prompts before downloading patentially unsafe conkent B Dok sl med -
- Unsigned Activel controls will not be downloaded 4 I I >
- Appropriate for most Internet sites
| —Reset custam setkings
Custom Level.., | Defiault Level | Reset to: IMEdium j FeEt

ok | cancel | Epply | QK I Canicel |

2. Type 192.168.127.254 in the Address input box (use the correct IP address if different from
the default), and then press Enter.

3. Input the password if prompted. The password will be transmitted with MDS5 encryption over
the Ethernet.

Note that you will not be prompted to enter the password if the NPort IA5150/5250 is not
currently password protected.

/3 Input Password - Microsoft Internet Explorer

J File Edit View Favorites Tools  Help

J GBack » = - D at | Qsearch  [GelFavorites & #History ||%v ¢

| Address |@ htbp: /192,168,127, 254/

Input password
Passwaord @ I

ATTENTION

If you use other web browsers, remember to Enable the functions to “allow cookies that are
stored on your computer” or “allow per-session cookies.”

NPort IA5150/5250 device servers use cookies only for “password” transmission.
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ATTENTION

Refer to Chapter 3, “Initial IP Address Configuration,” to see how to configure the IP address.
Examples shown in this chapter use the Factory Default IP address (192.168.127.254).

The NPort IA5150/5250 homepage will open. On this page, you can see a brief description of the
Web Console’s nine function groups.

/jNPort wWeb Console - Microsoft Internet Explorer

File Edit VWiew Favorites Tools Help

P -~ N
GBack - _) - IiLI IELI _'_\J‘/. ) search \;\}:’Favorltes @Medla 6“

L2 i =)
-

Address I@] http:/ 192,168, 127,254/ home  htm?Password=731a%0a41ba3bb0a27casb330c239db &5 ubmit=Subrmit j
r
o Main Menu Welcome to NPort's web console !
1 Overview
1 pasic S [Model Mame [MPart 14-5250
() Metwork e [MAC Address [0:90:E8:52:50: 16
¥ serial Settings [Serial Ho, [s28n16
#0 Qperating Settings [Firmware version [1.0
[0 Accessible IP Settings [System Uptime [0 days, ooh:oom:3ss

B Auto Warning Settings
B Manitor

(1 change Password Basic Settings

(1 Load Factory Default Server name, real time clock, time server IP address, and Web console, Telnet console Enable, Disable
“[1 Save/Restart function.

NPort's weh console provide the following function groups.

Metwork Settings
IP address, netrmask, default gateway, static IP or dynamic IP, DNS, SNMP, IP location report,

Serial Settings
Baud rate, start hits, data hits, stop bits, flow control, UART FIFO.

Operating Settings

Operation mode, TCP alive check, inactivity, delimiters, force transmit timeout.,

Accessible TP Settings
"sccessible IP or Accessible 1P group®, Disable to accept all IP's connection,

Auto Warning Settings
Auto warning E-mMail, SNMP Trap server IP address, Relay Output.

ATTENTION

If you can’t remember the password, the ONLY way to start configuring the NPort IA5150/5250
is to load factory defaults by using the Reset button located near the NPort’s RJ45 Ethernet port.

Remember to use NPort Administrator to export the configuration file when you have finished
the configuration. After using the Reset button to load factory defaults, your configuration can be
easily reloaded into the NPort IA5150/5250 by using the NPort Administrator Import function.
Refer to Chapter 6 for more details about using the Export and Import functions.
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ATTENTION

If your NPort IA5150/5250 application requires using password protection, you must enable the
cookie function in your browser. If the cookie function is disabled, you will not be allowed to
enter the Web Console Screen.

Basic Settings

Ele Edit View Favorites Tools  Help

QBack s lj \EL‘ _:\J /:\Search \j'\';:’Favorites wMedia Q“\{

Address I@j http://192.168, 127,254 /home, htm 7P assword=731a9e0a4 1ba3bb0aZz 7agb330c232dbasubmit=Submit

= L=

|4

(A Main Menu Basic Setting
1 Overview
~{_1 Basic Settings |Server name ||NPIA—5250_EQED1B
{1 Wetwork Settings I Time
i) S SeiigE | i I Gk TIGreanwich kean Time: Dublin, Edinburgh, Lishon Lnndunj
=] Operating Settings Time zene | (GMT) 2 el -
“[1 Accessible IP Settings Local time |2005 VACEAEL RN I £
] auto Warning Settings Modify
{1 Monitar |Time server ||
~{1 Change Password | Settings
“{_1 Load Factory Default |Web e |(.- Enable © Disable
) SRl |Te\net console |G‘ Enable ¢ Disable
[reset button protect [@ 1 ves
Submit |
Server name
Setting Factory Default Necessity
1 to 39 characters NP[model name]_[Serial No.] Optional

This option is useful for specifying the location or application of different NPort IA5150/5250s.

Time

NPort IA5150/5250 has a built-in Real-Time Clock for time calibration functions. Functions such
as Auto warning “Email” or “SNMP Trap” can add real-time information to their messages.

ATTENTION
First time users should select the time zone first. The Console will display the “real time”
according to the time zone compared to GMT.

If you would like to modify the real time clock, select “Local time.” NPort IA5150/5250’s
firmware will modify the GMT time according to the Time Zone.
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Time zone
Setting Factory Default Necessity
User selectable time zone GMT (Greenwich Mean Time) | Required
Local time
Setting Factory Default Necessity
User adjustable time GMT (Greenwich Mean Time) | Required
(1900/1/1-2037/12/31)

Click on the Modify button to open the Modify time settings window to input the correct local
time.

) Time Settings - Microsoft Internet Explore o ] A

Modify time settings

| Date{yy:mm:dd) |Time(hh:mm:55}
A CIAEL |5 . [sa 15

aubmit | Close |

Time server
Setting Factory Default Necessity
IP or Domain address None Optional

(E.g., 192.168.1.1 or time.stdtime.gov.tw
or time.nist.gov )

NPort IA5150/5250 uses SNTP (RFC-1769) for auto time calibration.

Input the correct “Time server” IP address or domain name. Once NPort IA5150/5250 is
configured with the correct Time server address, NPort IA5150/5250 will request time information
from the “Time server” every 10 minutes.

Web/Telnet Console

The “Disable” option for “Web Console” and “Telnet Console” is included for security reasons. In
some cases, you may want to disable one or both of these console utilities as an extra precaution to
prevent unauthorized users from accessing your NPort IA5150/5250. The factory default for both
Web console and Telnet console is Enable.

Web console
Setting Factory Default Necessity
Enable or Disable Enable Required
Telnet console
Setting Factory Default Necessity
Enable or Disable Enable Required
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Web Console Configuration

A

ATTENTION

If you disable both the “Web console” and “Telnet console,” you can still use NPort
Administrator to configure NPort [A5150/5250 device servers either locally or remotely over the
network. Refer to Chapter 6 for more details.

Reset button protect

Setting Factory Default
No or Yes No
Options are No and Yes, with default = No.

Necessity

Required

NOTE: Select the Yes option to allow limited use of the Reset Button. In this case, the Reset
Button can be used for only 60 seconds. IL.e., 60 sec. after booting up, the Reset Button will be
disabled automatically.

Network Settings

3 Main Manu Network Settings
1 Owverview
(1 Basic Settings ‘IF‘ address ||192.168.12?.254
B G SRl S ‘Netmask [es5.258.255.0
FH{_] Serial Settings
#{ ] Operating Settings ‘Gatewav ||
{1 Accessible IP Settings |IP  — || Stafic j

B Auto Warning Settings
E{] Manitor

(1 Change Password ‘DNS server 2 ||
{1 Load Factary Default |
“{1 Save/Restart

‘DNS server 1 ||

SMMP Setting

|SNMP % Enable © Disahle
‘Community narme ||pub|ic

‘Contact ||

‘Location ||

| IP Address report

‘Auto report to IP

‘Auto report to TCP port

"4002

‘Auto report period

“10 seconds

Submit |

You must assign a valid IP address to NPort IA5150/5250 before it will work in your network
environment. Your network system administrator should provide you with an IP address and
related settings for your network. The IP address must be unique within the network (otherwise,
NPort IA5150/5250 will not have a valid connection to the network). First time users can refer to
Chapter 3, “Initial IP Address Configuration,” for more information.

You can choose from four possible “IP configuration” modes—Static, DHCP, DHCP/BOOTP,
and BOOTP—Ilocated under the web console screen’s IP configuration drop-down box.

5-6



NPort IA5150/5250 Series User’'s Manual Web Console Configuration

Method Function Definition

Static User defined IP address, Netmask, Gateway.

DHCP DHCP Server assigned IP address, Netmask, Gateway, DNS, and Time
Server

DHCP/BOOTP| DHCP Server assigned IP address, Netmask, Gateway, DNS, and Time
Server, or BOOTP Server assigned IP address (if the DHCP Server does not

respond)
BOOTP BOOTP Server assigned IP address
IP Address
Setting Factory Default Necessity
E.g., 192.168.1.1 192.168.127.254 Required

(IP addresses of the form x.x.X.0 and X.x.X.255
are invalid.)

An IP address is a number assigned to a network device (such as a computer) as a permanent
address on the network. Computers use the IP addressed to identify and talk to each other over the
network. Choose a proper IP address which is unique and valid in your network environment.

Netmask
Setting Factory Default Necessity
E.g., 255.255.255.0 255.255.255.0 Required

A subnet mask represents all of the network hosts at one geographic location, in one building, or
on the same local area network. When a packet is sent out over the network, the NPort
1A5150/5250 will use the subnet mask to check whether the desired TCP/IP host specified in the
packet is on the local network segment. If the address is on the same network segment as the
NPort IA5150/5250, a connection is established directly from the NPort IA5150/5250. Otherwise,
the connection is established through the given default gateway.

Gateway
Setting Factory Default Necessity
E.g.,192.168.1.1 None Optional

A gateway is a network gateway that acts as an entrance to another network. Usually, the
computers that control traffic within the network or at the local Internet service provider are
gateway nodes. NPort IA5150/5250 needs to know the IP address of the default gateway computer
in order to communicate with the hosts outside the local network environment. For correct
gateway IP address information, consult the network administrator.

IP Configuration

Setting Factory Default Necessity
Static Static Required
DHCP

DHCP/BOOTP

BOOTP
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A

ATTENTION

In Dynamic IP environments, the firmware will retry 3 times every 30 seconds until network
settings are assigned by the DHCP or BOOTP server. The Timeout for each try increases from 1
second, to 3 seconds, to 5 seconds.

If the DHCP/BOOTP Server is unavailable, the firmware will use the default IP address
(192.168.127.254), Netmask, and Gateway for IP settings.

DNS server 1/ DNS server 2
Setting Factory Default Necessity
E.g., 192.168.1.1 None Optional

(IP addresses of the form X.x.X.0 and
X.X.X.255 are invalid.)

When the user wants to visit a particular website, the computer asks a Domain Name System
(DNS) server for the website’s correct IP address, and then the computer uses the response to
connect to the web server. DNS is the way that Internet domain names are identified and translated
into IP addresses. A domain name is an alphanumeric name, such as moxa.com, that it is usually
easier to remember. A DNS server is a host that translates this kind of text-based domain name
into the numeric IP address used to establish a TCP/IP connection.

In order to use NPort IA5150/5250’s DNS feature, you need to configure the DNS server. Doing
so allows NPort IA5150/5250 to use a host’s domain name to access the host. NPort IA5150/5250
provides DNS server 1 and DNS server 2 configuration items to configure the IP address of the
DNS server. DNS Server 2 is included for use when DNS sever 1 is unavailable.

NPort IA5150/5250 plays the role of DNS client, in the sense that the NPort IA5150/5250 will
actively query the DNS server for the IP address associated with a particular domain name. NPort
1A5150/5250 functions that support domain name are Time server, Destination IP Address in
TCP Client mode, Mail Server, SNMP trap server, and Auto report to IP.

SNMP Settings

Community Name

Setting Factory Default Necessity

1 to 39 characters public Optional
(E.g., Support, 886-89191230 #300)

A community name is a plain-text password mechanism that is used to weakly authenticate queries
to agents of managed network devices.

Contact
Setting Factory Default Necessity
1 to 39 characters None Optional
(E.g., Support, 886-89191230 #300)

The SNMP contact information usually includes an emergency contact name and telephone or
pager number.
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Location
Setting Factory Default Necessity
1 to 39 characters None Optional
(E.g., Floor 1, office 2)

Specify the location string for SNMP agents such as NPort IA5150/5250. This string is usually set
to the street address where the NPort IA5150/5250 is physically located.

IP Address Report

When NPort IA5150/5250 Series products are used in a dynamic IP environment, users must
spend more time with [P management tasks. For example, if NPort [A5150/5250 works as a server
(TCP or UDP), then the host, which acts as a client, must know the IP address of the server. If the
DHCEP server assigns a new IP address to NPort IA5150/5250, the host must have some way of
determining NPort IA5150/5250°s new IP address.

NPort IA5150/5250 Series products help out by reporting their IP address periodically to the IP
location server, in case the dynamic IP has changed. The parameters shown below are used to
configure the Auto IP report function. There are two ways to develop an “Auto IP report Server”
to receive NPort IA5150/5250’s Auto IP report.

1. Use Device Server Administrator’s IP Address Report function.

2. “Auto IP report protocol,” which can receive the Auto IP report automatically on a regular
basis, is also available to help you develop your own software. Refer to Appendix E for the
“Auto IP report protocol.”

Auto report to IP
Setting Factory Default Necessity
E.g., 192.168.1.1 or URL None Optional

(IP addresses of the form X.x.X.0 and
X.X.X.255 are invalid.)

Reports generated by the Auto report function will be automatically sent to this IP address.

Auto report to UDP port

Setting Factory Default Necessity

E.g., 4001 4002 Optional
Auto report period

Setting Factory Default Necessity

Time interval (in seconds) 10 Optional
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Serial Settings

Click on Serial Settings, located under Main Menu, to display serial port settings for ports 1 and
2.

Serial Settings

| Serial Settings

| | Alias | Baud rate | Data bits | Stop bits | Parity | FIFO | Flow ctrl | Interface
[Port 1 | [115200 s [1 [Mane [Enable  [rTSCcTS  [RS-232
[Port 2 | [115200 |8 [1 [Mone [Enable  [rTS/CTS  |RS-232

To modify serial settings for a particular port, click on either Port 1 or Port 2 under Serial
Settings, located under Main Menu on the left side of the browser window.

4 Main Menu Serial Settings
“1_] Owerview
(1 Basic Settings | Port=1
-~ Metwork Settings |F‘Urt alias ‘INPOH?IA—525E||
[‘]a Serial Settings [ Serial Parameters
Q1 port 1 |Baud . 175200 7]
S Part2
#{ ] Operating Settings |Data bits ‘IG
“{_] Accessible IP Settings |5mp hits ‘ 1 =
& Auto Warhing Settings
o ) Y 2 |F‘arity ‘INDHE j
#{] Monitor
-~ Change Password |F|UW control ‘I RTS/CTS j
(0 Load Factory Default  [fiFo @ Enable  Disable
1 Save/Restart |Interface ‘IRS—QSQ j
||- Apply the above settings to all serial ports

Port alias
Setting Factory Default Necessity
1 to 15 characters .
(E.g., PLC-No.1) None Optional

Port Alias is specially designed to allow easy identification of the serial devices which are
connected to the NPort’s serial port.

Serial Parameters

ATTENTION

Check the serial communication parameters in your Serial Device’s user’s manual. You should
set up the NPort IA5150/5250’s serial parameters with the same communication parameters used
by your serial devices.
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Baud rate
Setting Factory Default Necessity
110 bps to 230400 bps 115200 bps Required
Data bits
Setting Factory Default Necessity
5,6,7,8 8 Required

When the user sets Data bits to 5 bits, the stop bits setting will automatically change to 1.5 bits.

Stop bits
Setting Factory Default Necessity
1,2 1 Required
Stop bits will be set to 1.5 when Data bits is set to 5 bits.
Parity
Setting Factory Default Necessity
None, Even, Odd, Space, Mark None Required
Flow control
Setting Factory Default Necessity
None, RTS/CTS, DTR/DSR, Xon/Xoff RTS/CTS Required
FIFO
Setting Factory Default Necessity
Enable, Disable Enable Required

NPort IA5150/5250’s serial ports provide a 16-byte FIFO both in the Tx and Rx directions. To
prevent data loss during communication, disable the FIFO setting when your serial device does not

have a FIFO.

Interface
Setting Factory Default Necessity
RS-232 RS-232 Required
RS-422

2-wire RS-485

4-wire RS-485
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Operating Settings

Operating Settings

Operating Settings

Port ‘ Operating mode ‘ F;;r?gth ‘ Delimiter 1 Delimiter 2 Delimiter process Force transmit
|D |D (Disable) |D (Disable) |DD Mothing |D
Real COM Made TCP alive check time: 7
Max connection:
|D |D (Disable) |D {Disable) |D0 Nothing |D

Real COM Mode

T

Max connection:

TCP alive check time: 7

Click on Operating Settings, located under Main Menu, to display the operating settings for both
of NPort IA5150/5250°s serial ports.

Real COM Mode

S T B —

3 Main Menu
-~ Overview
~{ Basic Settings
“1 Metwork Settings
B3 Serial Settings
(3 Port1
“( Port2
=M Operating Settings
(3 Port1
SO0 Port 2
“(1 sccessible IP Settngs
{1 &uto Warning Settings
FH_] Manitar
{1 Change Password
~{1 Load Factory Default
{1 save/Restart

TCP alive check time

Operating Settings

|Operat\un mode

|| Real COM Made |

|TCP alive check time

|l?_(0 - 99 min)

|Ma>< connection

=

|Ign0re jammed IP No © ves

|AIIDW driver control Mo © ves

| Data Packing
|Pack|ng length ||D (0 - 1024)

|Del\miter 1

||D—(Hex) " Enahble

|De|\miter 2

||U—(Hex) [~ Enable

|Del\miter process

||DEI MNathing j

|F0rce transmit

||D (0 - 65535 ms)

||— Apply the above settings to all serial ports

Setting

Factory Default

Necessity

0 to 99 min

7 min

Optional

0 min: TCP connection is not closed due to an idle TCP connection.

1 to 99 min: NPort IA5150/5250 automatically closes TCP connection if there is no TCP activity
for the given time. After the connection is closed, NPort IA5150/5250starts listening for another
Real COM driver’s connection from another host.
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Max connection

Setting Factory Default Necessity
1,2,3,4 1 Required

Max connection is usually used when the user needs to receive data from different hosts
simultaneously. The factory default is 1. In this case, only one specific host can access this port of
the NPort IA5150/5250, and the Real COM driver on that host will have full control over the port.

Max. Connection 1:
Allows only 1 host’s Real COM driver to open the specific NPort IA5150/5250 serial port.

Max Connection 2 to 4:

Allows 2 to 4 host’s Real COM drivers to open the specific NPort IA5150/5250 serial port, at the
same time. When multiple hosts’ Real COM drivers open the serial port at the same time, the
COM driver only provides a pure data tunnel without control ability. That is, this serial port
parameter will use firmware’s settings, not depend on your application program (AP).

Application software that is based on the COM driver will receive a driver response of “success”
when the software uses any of the Win32 API functions. The firmware will only send the data
back to the driver on the host.

Data will be sent first-in-first-out when data comes into the NPort from the Ethernet interface.

A

ATTENTION

When Max connection is set to 2, 3, or 4, this means that NPort IA5150/5250 will be using a
“multi connection application” (i.e., 2, 3, or 4 hosts are allowed access to the port at the same
time). When using a multi connection application, NPort TA5150/5250 will use the serial
communication parameters set in the console. All of the hosts connected to that port must use the
same serial settings. If one of the hosts opens the COM port with parameters that are different
from NPort IA5150/5250’s console setting, data communication may not work properly.

Ignore jammed IP

Setting Factory Default Necessity

No or Yes No Optional

Previously, when Max connections > 1, and the serial device is transmitting data, if any one of the
connected hosts is not responding, it will wait until the data has been transmitted successfully
before transmitting the second group of data to all hosts. Currently, if you select Yes for “Ignore
jammed IP,” the host that is not responding will be ignored, but the data will still be transmitted to
the other hosts.

Allow driver control

Setting Factory Default Necessity

No or Yes No Optional

If “max connection” is greater than 1, NPort will ignore driver control commands from all
connected hosts. However, if you set “Allow driver control” to YES, control commands will be
accepted. Note that since NPort IA may get configuration changes from multiple hosts, the most
recent command received will take precedence.
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Packing length

Setting Factory Default Necessity

0to 1024 0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If
the data length (in bytes) matches the configured value, the data will be forced out. The data length
can be configured for 0 to 1024 bytes. Set to 0 if you do not need to limit the length.

Delimiter 1
Setting Factory Default Necessity
00 to FF None Optional
Delimiter 2
Setting Factory Default Necessity
00 to FF None Optional

Once the NPort IA5150/5250 receives both delimiters through its serial port, it immediately packs
all data currently in its buffer and sends it to the NPort IA5150/5250’s Ethernet port.

A

ATTENTION

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size
of the serial data received is greater than 1 KB, the NPort IA5150/5250 will automatically pack
the data and send it to the Ethernet. However, to use the delimiter function, you must at least
enable Delimiter 1. If Delimiter 1 is left blank and Delimiter 2 is enabled, the delimiter function
will not work properly.

Delimiter process

Setting Factory Default Necessity

Do nothing
Delimiter + 1

Delimiter + 2 Do Nothing Optional

Strip Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for
Delimiter +1), or an additional 2 bytes (for Delimiter +2) of data is received after receiving the
Delimiter.

[Strip Delimiter]: When the Delimiter is received, the Delimiter is deleted (i.e., stripped), and the
remaining data is transmitted.

[Do nothing]: The data will be transmitted when the Delimiter is received.
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Force transmit

Setting
0 to 65535 ms

Factory Default Necessity

0 ms

Optional

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort IA5150/5250’s TCP/IP protocol software to try to pack serial data
received during the specified time into the same data frame.

This parameter defines the time interval during which NPort IA5150/5250 fetches the serial data
from its internal buffer. If data is incoming through the serial port, NPort TA5150/5250 stores the
data in the internal buffer. NPort IA5150/5250 transmits data stored in the buffer via TCP/IP, but
only if the internal buffer is full or if the Force transmit time interval reaches the time specified
under Force transmit timeout.

The optimal Force transmit timeout depends on your application, but it must be at least larger than
one character interval within the specified baud rate. For example, assume that the serial port is set
to 1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to
send a character is 10 bits, and the time required to transfer one character is

(10 (bits) / 1200 (bits/s) ) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force transmit timeout to be larger than 8.3 ms, so in this case, it must

be greater than or equal to 10 ms. If the user wants to send a series of characters in the same packet,
the serial device attached to NPort IA5150/5250 should send that series of characters during a time
interval less than the Force transmit timeout for NPort IA5150/5250, and the total length of data
must be less than or equal to NPort IA5150/5250’s internal buffer size. The serial communication
buffer size for NPort IA5150/5250 is 1 KB per port.

TCP Server Mode

3 Main Menu Operating Settings
~1 overview
-1 Basic Settings | Port=1
-] Metwork Settings |Operati0n mode ‘ITCP Server hiode j
=y Serial Settings | ‘
TCP alive check time I? 0 - 99 min
(1 part 1 ‘ )
(1 Part2 |Inact\wty time ‘IEI (0 - 65535 ms)
=3 Operating Settings |Ma>< connection ‘|1 -
(1 Part 1
Ignare jammed IP @ No © ves
(1 part 2 | d L ‘
~_] accessible IP Settings |A”DW driver cantrol ‘ Fho © ves
] Auto Warning Settings | Data Packing
®{_] Manitar |Packing length ‘IEI (0 - 1024}
{1 Change Password | _ ‘
Delimiter 1 ID Hexd I Enable
~{] Load Factory Default nt=E)
{1 save/Restart Delimiter 2 ‘IU (Hex) I” Enable

|De|imiter process ‘IDU Mathing j (Processed only when Packing length is 0}

(0 - G5535 rs)
| TGP Server Mode
400

|Fnrce transmit ‘ID

|LDDa| TCP port

|C0mmand port ‘ISEE

||_Apply the above settings to all serial ports (Local listen port will be enumerated automatically),
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TCP alive check time
Setting Factory Default Necessity

0 to 99 min 7 min Optional

0 min: TCP connection is not closed due to an idle TCP connection.

1 to 99 min: NPort IA5150/5250 automatically closes the TCP connection if there is no TCP
activity for the given time. After the connection is closed, NPort IA5150/5250 starts listening for
another host’s TCP connection.

Inactivity time

Setting Factory Default Necessity
0 to 65535 ms 0 ms Optional

0 ms: TCP connection is not closed due to an idle serial line.

0-65535 ms: NPort IA5150/5250 automatically closes the TCP connection if there is no serial data
activity for the given time. After the connection is closed, NPort IA5150/5250 starts listening for
another host’s TCP connection.

This parameter defines the maintenance status as Closed or Listen for the TCP connection. The
connection is closed if there is no incoming or outgoing data through the serial port during the
specific Inactivity time.

If the Inactivity time is set to 0, the current TCP connection is kept active until a connection close
request is received. Although Inactivity time is disabled, the NPort [A5150/5250 will check the
connection status between the NPort IA5150/5250 and remote host by sending “keep alive”
packets periodically. If the remote host does not respond to the packet, NPort IA5150/5250
assumes that the connection was closed down unintentionally. NPort IA5150/5250 will then force
the existing TCP connection to close.

f} ATTENTION
The Inactivity time should at least be set larger than that of Force transmit timeout. To prevent

the unintended loss of data due to the session being disconnected, it is highly recommended that
this value is set large enough so that the intended data transfer is completed.

Max Connection

Setting Factory Default Necessity

1,2,3,4 1 Required

Max Connection is usually used when the user needs to receive data from different hosts
simultaneously. The factory default only allows 1 connection at a time.

Max. Connection 1:
NPort IA5150/5250 only allows 1 host to open the TCP connection to the specific serial port.

Max Connection 2 to 4:

Allows 2 to 4 host’s TCP connection request to open this NPort TA5150/5250 serial port, at the
same time. When multiple hosts establish a TCP connection to the specific serial port at the same
time, NPort IA5150/5250 will duplicate the serial data and transmit to all of the hosts. Ethernet
data is sent on a first-in-first-out basis to the serial port when data comes into NPort IA5150/5250
from the Ethernet interface.
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Ignore jammed IP

Setting

Factory Default

Necessity

No or Yes

No

Optional

Previously, when Max connections > 1, and the serial device is transmitting data, if any one of the
connected hosts is not responding, it will wait until the data has been transmitted successfully
before transmitting the second group of data to all hosts. Currently, if you select Yes for “Ignore
jammed IP,” the host that is not responding will be ignored, but the data will still be transmitted to

the other hosts.

Allow driver control

Setting

Factory Default

Necessity

No or Yes

No

Optional

If “max connection” is greater than 1, the NPort will ignore driver control commands from all

connected hosts. However, if you set “Allow driver control” to YES, control commands will be
accepted. Note that since the NPort IA5150/5250 may get configuration changes from multiple
hosts, the most recent command received will take precedence.

Packing length

Setting

Factory Default

Necessity

0to 1024

0

Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If
the data length (in bytes) matches the configured value, the data will be forced out. The data length
can be configured for 0 to 1024 bytes. Set to 0 if you do not need to limit the length.

Delimiter 1
Setting Factory Default Necessity
00 to FF None Optional
Delimiter 2
Setting Factory Default Necessity
00 to FF None Optional

Once the NPort IA5150/5250 receives both delimiters through its serial port, it immediately packs
all data currently in its buffer and sends it to the NPort IA5150/5250°s Ethernet port.

A

ATTENTION

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size
of the serial data received is greater than 1 KB, the NPort IA5150/5250 will automatically pack
the data and send it to the Ethernet. However, to use the delimiter function, you must at least
enable Delimiter 1. If Delimiter 1 is left blank and Delimiter 2 is enabled, the delimiter function
will not work properly.
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Delimiter process

Setting Factory Default Necessity

Do nothing
Delimiter + 1
Delimiter + 2
Strip Delimiter

Do Nothing Optional

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for
Delimiter +1), or an additional 2 bytes (for Delimiter +2) of data is received after receiving the
Delimiter.

[Strip Delimiter]: When the Delimiter is received, the Delimiter is deleted (i.e., stripped), and the
remaining data is transmitted.

[Do nothing]: The data will be transmitted when the Delimiter is received.

Force transmit

Setting Factory Default Necessity
0 to 65535 ms 0 ms Optional

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort IA5150/5250°s TCP/IP protocol software to try to pack serial data
received during the specified time into the same data frame.

This parameter defines the time interval during which NPort IA5150/5250 fetches the serial data
from its internal buffer. If data is incoming through the serial port, NPort IA5150/5250 stores the
data in the internal buffer. NPort IA5150/5250 transmits data stored in the buffer via TCP/IP, but
only if the internal buffer is full or if the Force transmit time interval reaches the time specified
under Force transmit timeout.

The optimal Force transmit timeout depends on your application, but it must be at least larger than
one character interval within the specified baud rate. For example, assume that the serial port is set
to 1200 bps, 8 data bits, 1 stop bit, and no for parity. In this case, the total number of bits needed to
send a character is 10 bits, and the time required to transfer one character is

(10 (bits) / 1200 (bits/s) ) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force transmit timeout to be larger than 8.3 ms, so in this case, it must
be greater than or equal to 10 ms.

If the user wants to send a series of characters in the same packet, the serial device attached to
NPort IA5150/5250 should send that series of characters during a time interval less than the Force
transmit timeout for NPort IA5150/5250, and the total length of data must be less than or equal to
NPort IA5150/5250’s internal buffer size. The serial communication buffer size for NPort
[IA5150/5250 is 1 KB per port.

Local TCP port
Setting Factory Default Necessity

1 to 65535 4001 Required
The”Local TCP port” is the TCP port that NPort IA5150/5250 uses to listen to connections, and

that other devices must use to contact NPort IA5150/5250. To avoid conflicts with well know TCP
ports, the default is set to 4001.
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Command port

Setting

Factory Default

Necessity

1 to 65535

966

Optional

The “Command port” is a listen TCP port for IP-Serial Lib commands from the host. In order to
prevent a TCP port conflict with other applications, the user can set the Command port to another
port if needed. IP-Serial Lib will automatically check the Command Port on NPort IA5150/5250
so that the user does not need to configure the program.

TCP Client Mode

(2 Main Menu
1 Overview
(1 Basic Settings
1 Metwork Settings
Sy Serial Settings
[ port 1
[ port 2
MY Operating Settings
~(1 Part 1
“1 Port 2
[ Accessible IP Settings
B Auto Warning Settings
] Monitor
(1 Change Password
(1 Load Factory Default
1 Save/Restart

TCP alive check time

Operating Settings

[ Part=1

|Operatinn mode ||TCP Client bode

|TCP alive check time

||?_(El - 89 min)

|Inactivity time ||D (0 - 65535 ms)
|Ignm’e Jammed IR @ No  ves

| Data Packing
|F‘ack|ng length ||U (0 - 1024)

|De\imiter 1 ||U_(He><) ™ Enable
|De\imiter 2 ||U_(He><) [ Enable

|De\imiter process ||DD Mathing j

|F0r|:e transmit ||D {0 - 65535 ms)

[ TCP Client Mode

|pestination 1P Address

|Destinatmn IP address 1 || :|4DD1
|Destmatmn IP address 2 | :Jaoor
|Destinatmn IP address 3 || :Jano1
|Destinatmn IP address 4 | :Janor

|Designated Local Port 1 ||5D11 (D - 85535, O represents assigned automatically.)
|Designated Local Port 2 ||5012 (0 - 6EEZE)
|D95|gnated Local Port 3 ||5013 (0 - 65535}
|Designated Local Port 4 ||5014 (0 - 6EE3E)
|Connectmn cantral || Startup/MNane = [Connect on/Disconnect by

||_ Apply the above settings to all serial ports

Submit

Setting

Factory Default

Necessity

0 to 99 min

7 min

Optional

0 min: TCP connection is not closed due to an idle TCP connection.

1 to 99 min: NPort IA5150/5250 automatically closes the TCP connection if there is no TCP
activity for the given time.
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Inactivity time

Setting Factory Default Necessity
0 to 65535 ms 0 ms Optional

0 ms: TCP connection is not closed due to an idle serial line.

0-65535 ms: NPort IA5150/5250 automatically closes TCP connection, if there is no serial data
activity for the given time.

This parameter defines the maintenances status as Closed or Listen on the TCP connection. The
connection is closed if there is no incoming or outgoing data through the serial port during the
specific Inactivity time.

If the value of inactivity time is set to 0, the current TCP connection is maintained until there’s
connection close request. Although the inactivity time is disabled, the NPort IA 5150/5250 will
check the connection status between the NPort IA5150/5250 and remote host by sending “keep
alive” packets periodically. If the remote host does not respond to the packets, it treats the
connection as being down unintentionally. NPort IA5150/5250 will then force the existing TCP
connection to close.

f} ATTENTION
The Inactivity time should at least be set larger than that of Force transmit timeout. To prevent
the unintended loss of data due to the session being disconnected, it is highly recommended that
this value is set large enough so that the intended data transfer is completed.

f} ATTENTION
Inactivity time is ONLY active when “TCP connect on” is set to “Any character”.

Ignore jammed IP

Setting Factory Default Necessity

No or Yes No Optional

Previously, when Max connections > 1, and the serial device is transmitting data, if any one of the
connected hosts is not responding, it will wait until the data has been transmitted successfully
before transmitting the second group of data to all hosts. Currently, if you select “Yes” for “Ignore
jammed IP,” the host that is not responding will be ignored, but the data will still be transmitted to
the other hosts.

Packing length

Setting Factory Default Necessity
0to 1024 0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If
the data length (in bytes) matches the configured value, the data will be forced out. The data length
can be configured for 0 to 1024 bytes. Set to 0 if you do not need to limit the length.
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Delimiter 1
Setting Factory Default Necessity
00 to FF None Optional
Delimiter 2
Setting Factory Default Necessity
00 to FF None Optional

Once the NPort IA5150/5250 receives both delimiters through its serial port, it immediately packs
all data currently in its buffer and sends it to the NPort IA5150/5250 Ethernet port.

A

ATTENTION

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size
of the serial data received is greater than 1 KB, the NPort IA5150/5250 will automatically pack
the data and send it to the Ethernet. However, to use the delimiter function, you must at least
enable Delimiter 1. If Delimiter 1 is left blank and Delimiter 2 is enabled, the delimiter function
will not work properly.

Delimiter process

Setting Factory Default Necessity
Do nothing

Delimiter + 1 ) '
Delimiter + 2 Do Nothing Optional
Strip Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for
Delimiter +1), or an additional 2 bytes (for Delimiter +2) of data is received after receiving the
Delimiter.

[Strip Delimiter]: When the Delimiter is received, the Delimiter is deleted (i.e., stripped), and the
remaining data is transmitted.

[Do nothing]: The data will be transmitted when the Delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0 ms

Optional

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort IA5150/5250°s TCP/IP protocol software to try to pack serial data
received during the specified time into the same data frame.

This parameter defines the time interval during which NPort IA5150/5250 fetches the serial data
from its internal buffer. If data is incoming through the serial port, NPort IA5150/5250 stores the
data in the internal buffer. NPort IA5150/5250 transmits data stored in the buffer via TCP/IP, but
only if the internal buffer is full or if the Force transmit time interval reaches the time specified
under Force transmit timeout.
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The optimal Force transmit timeout depends on your application, but it must be at least larger than
one character interval within the specified baud rate. For example, assume that the serial port is set
to 1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to
send a character is 10 bits, and the time required to transfer one character is

(10 (bits) / 1200 (bits/s) ) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force transmit timeout to be larger than 8.3 ms, so in this case, it must
be greater than or equal to 10 ms.

If the user wants to send a series of characters in the same packet, the serial device attached to
NPort IA5150/5250 should send that series of characters during a time interval less than the Force
transmit timeout for NPort IA5150/5250, and the total length of data must be less than or equal to
NPort IA5150/5250’s internal buffer size. The serial communication buffer size for NPort
IAS5150/5250 is 1 KB per port.

Destination IP address 1

Setting Factory Default Necessity

IP address or Domain Address None Required
(E.g., 192.168.1.1)

Allows the NPort IA5150/5250 to connect actively to the remote host whose address is set by this
parameter.

Destination IP address 2/3/4
Setting Factory Default Necessity

IP address or Domain Address None Required
(E.g., 192.168.1.1)

Allows the NPort IA5150/5250 to connect actively to the remote host whose address is set by this
parameter.

f} ATTENTION
Up to 4 connections can be established between the NPort IA5150/5250 and hosts. The

connection speed or throughput may be low if one of the four connections is slow, since the slow
connection will slow down the other 3 connections.

A

ATTENTION

The “Destination IP address” parameter can use both IP address and Domain Name. For some
applications, the user may need to send the data actively to the remote destination domain name.

Designated Local Port 1/2/3/4

Setting Factory Default Necessity

TCP Port No. 5011 (Port 1) Required
5012 (Port 2)
5013 (Port 3)

5014 (Port 4)
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Connection control

Setting

Factory Default

Necessity

Startup/None,

Any Character/None,

Any Character/Inactivity Time,
DSR ON/DSR OFF,

DSR ON/None,

DCD ON/DCD OFF,

DCD ON/None

Startup/None

Required

The meaning of each of the above settings is given in the table below. In general, both the Connect

condition and Disconnect condition are given.

Connect/Disconnect | Description

Startup/None A TCP connection will be established on startup, and will remain
(default) active indefinitely.

Any Character/None

A TCP connection will be established when any character is received
from the serial interface, and will remain active indefinitely.

Any Character/
Inactivity Time

A TCP connection will be established when any character is received
from the serial interface, and will be disconnected when the
Inactivity time out is reached.

A TCP connection will be established when a DSR “On” signal is

DSR On/DSR Off received, and will be disconnected when a DSR “Off” signal is
received.
DSR On/None A TCP connection will be established when a DSR “On” signal is

received, and will remain active indefinitely.

received.

A TCP connection will be established when a DCD “On” signal is
DCD On/DCD Off received, and will be disconnected when a DCD “Off” signal is

DCD On/None

A TCP connection will be established when a DCD “On” signal is
received, and will remain active indefinitely.
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UDP Mode

‘4 Main Menu

(1 overview

~(1 Basic Settings

“1 Metwork Settings
EM Serial Settings

(3 Port 1

S0 Port2

=M Operating Settings
Cl Port 1

“( part 2

{1 Accessible IP Settings
B ] Auto Warning Settings
1] Monitor

-1 Change Passward
~(] Load Factary Default
“[1 Save/Restart

Packing length

Operating Settings

[ Port=1
|UDP Made |

|Operat|Dn rmode

| Data Packing

|Pack|ng length

‘l” (0 - 1024)

|De|imiter 1

‘ID_(HEX) [~ Enable

|Delimiter 2

‘ID—(Hex) [~ Enahble

|De|imiter process ‘IDU Mothing j (Processed only when Packing length is 0)

|FDI’L‘.E! transmit ‘ID (0 - 65535 ms)
[ UDP Mode

‘ Begin End Port
|Destimati0n IP address 1 ‘I I ; |4DD1
|Destimatiun IP address 2 ‘I I . |4DD1
|Destmat|nn IP address 3 ‘I I : |4DD1
|Destimati0n IP address 4 ‘I I . |4DD1

|Lucal Listen port ‘|4DD‘I

||_ Apply the above settings to all serial ports {Local listen port will be enumerated automatically).

Submit |

Setting

Factory Default Necessity

0 to 1024

0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If
the data length (in bytes) matches the configured value, the data will be forced out. The data length
can be configured for 0 to 1024 bytes. Set to 0 if you do not need to limit the length.

Delimiter 1

Setting Factory Default Necessity

00 to FF None Optional
Delimiter 2

Setting Factory Default Necessity

00 to FF None Optional

Once the NPort IA5150/5250 receives both delimiters through its serial port, it immediately packs
all data currently in its buffer and sends it to the NPort IA5150/5250’s Ethernet port.
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A

ATTENTION

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size
of the serial data received is greater than 1 KB, the NPort IA5150/5250 will automatically pack
the data and send it to the Ethernet. However, to use the delimiter function, you must at least
enable Delimiter 1. If Delimiter 1 is left blank and Delimiter 2 is enabled, the delimiter function
will not work properly.

Delimiter process

Setting Factory Default Necessity

Do nothing
Delimiter + 1

Delimiter + 2 Do Nothing Optional

Strip Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for
Delimiter +1), or an additional 2 bytes (for Delimiter +2) of data is received after receiving the
Delimiter.

[Strip Delimiter]: When the Delimiter is received, the Delimiter is deleted (i.e., stripped), and the
remaining data is transmitted.

[Do nothing]: The data will be transmitted when the Delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort IA5150/5250’s TCP/IP protocol software to try to pack serial data
received during the specified time into the same data frame.

This parameter defines the time interval during which NPort IA5150/5250 fetches the serial data
from its internal buffer. If data is incoming through the serial port, NPort [A5150/5250 stores the
data in the internal buffer. NPort IA5150/5250 transmits data stored in the buffer via TCP/IP, but
only if the internal buffer is full or if the Force transmit time interval reaches the time specified
under Force transmit timeout.

The optimal Force transmit timeout depends on your application, but it must be at least larger than
one character interval within the specified baud rate. For example, assume that the serial port is set
to 1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to
send a character is 10 bits, and the time required to transfer one character is

(10 (bits) / 1200 (bits/s) ) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force transmit timeout to be larger than 8.3 ms, so in this case, it must
be greater than or equal to 10 ms.

If the user wants to send a series of characters in the same packet, the serial device attached to
NPort IA5150/5250 should send that series of characters during a time interval less than the Force
transmit timeout for NPort TA5150/5250, and the total length of data must be less than or equal to
NPort IA5150/5250’s internal buffer size. The serial communication buffer size for NPort
IA5150/5250 is 1 KB per port.
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Destination IP address 1

Setting Factory Default Necessity
IP address range Begin:  Empty Required
E.g, Begin: 192.168.1.1 End: Empty
End: 192.168.1.10 Port: 2001
Destination IP address 2/3/4
Setting Factory Default Necessity
IP address range Begin:  Empty Optional
E.g., Begin: 192.168.1.11 End: Empty
End: 192.168.1.20 Port: 4001
Local listen port
Setting Factory Default Necessity
1 to 65535 4001 Required

The UDP port that NPort IA5150/5250 listens to, and that other devices must use to contact NPort
[IA5150/5250. To avoid conflicts with well known UDP ports, the default is set to 4001.

Pair Connection Mode

Pair Connection Mode employs two NPort IA5150/5250 device servers in tandem, and can be
used to remove the 15-meter distance limitation imposed by the RS-232 interface. One NPort
[A5150/5250 is connected from its RS-232 port to the COM port of a PC or other type of
computer, such as hand-held PDAs that have a serial port, and the serial device is connected to the
RS-232 port of the other NPort IA5150/5250. The two NPort IA5150/5250 device servers are then
connected to each other with a cross-over Ethernet cable, both are connected to the same LAN, or
in a more advanced setup, they communicate with each other over a WAN (i.e., through one or
more routers). Pair Connection Mode transparently transfers both data and modem control signals
(although it cannot transmit the DCD signal) between the two NPorts.

Pair Connection Master Mode

When using Pair Connection Mode, you must select Pair Connection Master Mode for the
Operation mode of one of the NPort IA5150/5250 device servers. In effect, this NPort
IA5150/5250 will be acting as a TCP client.

3 Main Meru Operating Settings
(O Overview
(1 Basic Settings ‘

Port=1
1 Metwork Settings ‘ - — s J
B[ Serial Settings Operation mode |[Pair Connection Master Mode =
=3 Operating Settings ‘TCP alive check time ||7_(0 - 99 min)
U Port 1
“(1 Port 2 Destination TP address ||192.168.1.1\ Jacat

L1 Accessible IP Settings |~ Apply the above settings to all serial ports

H1 Auto Warning Setting:

B Monitor
“(1 Change Password
1 Load Factory Default
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TCP alive check time
Setting Factory Default Necessity
0 to 99 min 7 min Required

0 min: TCP connection is not closed due to an idle TCP connection.

1 to 99 min: The NPort IA5150/5250 closes the TCP connection automatically if there is no TCP
activity for the given time.

Destination IP address

Setting Factory Default Necessity
IP address or Domain Name blank Optional
(E.g., 192.168.1.1)

TCP port No. 4001 Required

The Pair Connection “Master” will contact the network host that has this IP address. Data will be
transmitted through the port No. (4001 by default). Note that you must configure the same TCP
port No. for the device server acting as the Pair Connection “Slave.”

Pair Connection Slave Mode

When using Pair Connection Mode, you must select Pair Connection Slave Mode for the
Operation mode of one of the NPort IA5150/5250 device servers. In effect, this NPort
[IA5150/5250 will be acting as a TCP server.

'3 Main Menu Operating Settings
1 Owverview

(1 Basic Settings Port=1
(1 Network Settings = =
L Serigl Settings ‘Operation mode ‘lPaeronnec[lon Slave Made j
=3 Operating Settings ‘TCP alive check time “7_(0 - 99 min)

= Port 1

(3 Port 2 ‘Local TCP port ‘I‘Wﬂl

1 Accessible IP Settings ‘I'Apply the above settings to all serial ports

H{1 Auto Warning Setting:

(] Monitor 5
) Chantge Password M

TCP alive check time
Setting Factory Default Necessity
0 to 99 min 7 min Required

0 min: TCP connection is not closed due to an idle TCP connection.

1 to 99 min: The NPort IA5150/5250 closes the TCP connection automatically if there is no TCP
activity for the given time.

Local TCP port
Setting Factory Default Necessity
TCP port No. (e.g., 4001) 4001 Required

This Port No. must be the same port No. that you set up for the Pair Connection “Master” device
server.
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Ethernet Modem Mode

‘=l Main Manu Operating Settings
- Owverview
~_1 Basic Settings | Port=01
~[ Metwork Settings |Operatic|n mode || Ethermet MModem Mode j
B Serial Settings |TCP alive check time ||?_(D - 99 min)
M Operating Settings
: ||_uca| TCP Port 4001
~(1 Port 1

(0 accessible IP Settings

] autn Warning Settings Submit
] Manitar

~1 change Password

~1 Load Factory Default

Dial-in
NPort IA5150/5250 listens for a TCP/IP connection request from the remote Ethernet modem or
host. NPort IA5150/5250’s response depends on the ATSO value, as outlined below.
ATS0=0 (default):

NPort IA5150/5250 will temporarily accept the TCP connection and then send the “RING” signal
out through the serial port. The serial controller must reply with “ATA” within 2.5 seconds to

accept the connection request, after which NPort IA5150/5250 enters data mode. If no “ATA”
command is received,

NPort IA5150/5250 will disconnect after sending three “RING” signals.
ATSO0=1:

NPort IA5150/5250 will accept the TCP connection immediately and then send the “CONNECT

<baud>" command to the serial port, in which <baud> represents the baud rate of NPort
1A5150/5250’s serial port. After that, NPort IA5150/5250 immediately enters data mode.

Dial-out

NPort IA5150/5250 accepts the AT command “ATD <IP>:<TCP port>" from the serial port and
then requests a TCP connection from the remote Ethernet Modem or PC. This is where <IP> is the
IP address of the remote Ethernet modem or PC, and <TCP port> is the TCP port number of the
remote Ethernet modem or PC. Once the remote unit accepts this TCP connection, NPort

1A5150/5250 will send out the “CONNECT <baud>" signal via the serial port and then enter data
mode.

Disconnection request from local site

When NPort IA5150/5250s is in data mode, the user can drive the DTR signal to OFF, or send
“+++ from the local serial port to NPort IA5150/5250. NPort IA5150/5250 will enter

command mode and return “NO CARRIER” via the serial port, and then input “ATH” to shut
down the TCP connection after 1 second.
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f} ATTENTION
The “+++” command cannot be divided. The “+” character can be changed in register S2, and
the guard time, which prefixes and suffixes the “+++” in order to protect the raw data, can be
changed in register S12.

Disconnection request from remote site

After the TCP connection has been shut down by the remote Ethernet modem or PC, NPort
1A5150/5250 will send the “NO CARRIER” signal via the serial port and then return to command
mode.

The following tables give the additional parameters that can be configured for TCP Client Mode.
Refer to the table below the figures to see details of the meaning of each parameter.

Ethernet Modem

Setting Value Notes Necessity

The TCP port that other devices must use to contact this
TCP port |Valid port No.| device. To avoid conflicts with standard TCP ports, the | Required
default is set to 4001.

0 TCP connection is not closed due to an idle serial line.
TCP alive

check time

TCP connection is automatically closed by this device if Optional

1't0 99 min. there is no TCP activity for the given time.
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AT Commands

NPort IA5150/5250 supports the following common AT commands used with a typical modem:

No. AT command Description Remarks
1 ATA Answer manully
2 ATD<IP>:<Port> Dial up the IP address: Port No.
3 ATE ATEO=Echo OFF

ATE1=Echo ON (default)
4 ATH ATHO0=0On-hook (default)

ATH1=0ft-hook
5 ATI, ATIO, ATII, ATI2 Modem version reply “OK” only
6 ATL Speaker volume option reply “OK” only
7 ATM Speaker control option reply “OK” only
8 ATO On line command
9 ATP, ATT Set Pulse/Tone Dialing mode reply “OK” only
10 ATQO, ATQ1 Quiet command (default=ATQO)
11 ATSr=n Change the contents of S register | See “S registers”
12 ATSr? Read the contents of S register See “S registers”
13 ATV Result code type

ATVO for digit code,

ATV1 for text code

0=0OK

1=connect (default)

2=ring

3=No carrier

4=error
14 ATZ Reset (disconnect, enter command

mode and restore the flash settings)
15 AT&C Serial port DCD control

AT&C0=DCD always on

AT&C1=DTE detects connection

by DCD on/off (default)
16 AT&D Serial port DTR control

AT&DO=recognize DTE always

Ready AT&D1, AT&D2=reply

DTE when DTR On (default)
17 AT&F Restore manufacturer’s settings
18 AT&G Select guard time reply “OK” only
19 AT&R Serial port RTS option command | reply “OK” only
20 AT&S Serial port DSR control reply “OK” only
21 AT&V View settings
22 AT&W Write current settings to flash for

next boot up
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S Registers
No. AT command | Description Remarks
1 SO Ring to auto-answer (default=0)
2 S1 Ring counter (always=0) No action applied
3 S2 Escape code character (default=43 ASCII “+)
4 S3 Return character (default=13 ASCII)
5 S4 Line feed character (default=10 ASCII)
6 S5 Backspace character (default= 8 ASCII)
7 S6 Wait time for dial tone (always=2, unit=sec) No action applied
8 S7 Wait time for carrier (default=3, unit=sec)
9 S8 Pause time for dial delay (always=2, unit=sec) No action applied
10 S9 Carrier detect response time No action applied
(always=6, unit 1/10 sec)
11 S10 Delay for hang up after carrier . .
(alwayys=14, uiitpl/lo sec) No action applied
12 St gﬁ:ﬁ;i‘i?gig nd spacing No action applied
13 S12 Escape code guard time
(default=50, unit 1/50 sec)
to control the idle time for “+++”

Local TCP port
Setting Factory Default Necessity
1 to 65535 4001 Required

The TCP port that other devices must use to contact this device. To avoid conflicts with standard TCP
ports, the default is set to 4001.

Reverse Telnet Mode

'3 Main Menu Operating Settings

1 Overview

(O Basic Settings Port=1
“I1 Network Settings
B0 Serial Settings ‘Operation mode ‘IRBversa Telnet Made j
=3 Operating Settings ‘TCP alive check time ‘l’f_(o - 99 min)

L Port 1

(3 Port 2 Tnactivity time o (0 - 65535 ms)
"L Accessible IP Settings || gcal TCP port |4(]{]1
H( Auto Warning Setting:
=0 Monitor ‘Map <CR-LF> ‘ICR'LFﬂ

1 Change Password ‘I'Apply the above settings to all serial ports
~(1 Load Factory Default

1 Save/Restart Subrmit
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TCP alive check time
Setting Factory Default Necessity

0 to 99 min 0 Optional

Specifies the time slice for checking if the TCP connection is alive. If no response, NPort
IA5150/5250 will disconnect the original connection.

Inactivity time
Setting Factory Default Necessity
0 to 65535 ms 0 Optional

Idle time setting for auto-disconnection. 0 min. means it will never disconnect.

Local TCP port
Setting Factory Default Necessity
1 to 65535 4001 Optional

Each of the NPort IA’s serial ports is mapped to a TCP port. To avoid conflicts with TCP ports, set port
numbers to 4001 for portl, 4002 for port 2, etc. (like the default values).

Map <CR-LF>
Setting Factory Default Necessity
CR, LF, or CR-LF CR-LF Optional

If data received through the NPort IA5150/5250’s Ethernet port is sent using the “enter” command, the
data will be transmitted out the serial port with an added

1. “carriage return + line feed” if you select the <CR-LF> option
(i.e., the cursor will jump to the next line, and return to the first character of the line)

2. “carriage return” if you select the <CR> option
(i.e., the cursor will return to the first character of the line)

3. “line feed” if you select the <LF> option.
(i.e., the cursor will jump to the next line, but not move horizontally)

Disabled Mode

= Main Menu Operating Settings

~ Qverview

D Basic Settings Port=1
- Metwork Settings - -

B Serial Settings |0perat|0n mode ||D153bl€d j
= Operating Settings |I'Apply the above settings to all serial ports

- -0 Port 1

;O Port 2 .

1 Accessible IP Settings ﬂl

When Operation mode is set to Disabled, that particular port will be disabled. Check the “Apply
the above settings to all serial ports” to apply this setting to the other port.
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Accessible IP Settings

NMODX /A
'3 Main Menu Accessible IP Settings
S Overview
1 Basic Settings
(1 Metwork Settings I~ Enable the accessible IP list {(Not checking "Enable" will allow all IPs to connect.)
#L1 Serial Settings [Wo. |Activate the rule IP Address [Netmask
=3 Operating Settings | |'_
3 Port 1 i ‘I ‘I
S Port2 2 |C I I
00 Accessible 1P Settings
B Auto Warning Setting: 3 | I I
&[] Monitor 4 [ I I
~(0 Change Password
(1 Load Factory Default | 5 |'— ‘I ‘I
(0 Save/Restart | 6 ||- [ [
7 |- | |
8 |C | |
o |- | |
[10 [F [ |

NPort IA5150/5250 uses an IP address based filtering method to control access to itself.

Accessible IP Settings allows you to add or block remote host IP addresses to prevent
unauthorized access. Access to NPort IA5150/5250 is controlled by IP address. That is, if a host’s
IP address is in the accessible IP table, then the host will be allowed to access the NPort
[A5150/5250. You can allow one of the following cases by setting the parameter.

e Only one host of specific IP address can access the NPort 1A5150/5250
Enter “IP address/255.255.255.255” (e.g., “192.1